Introduction
In the era of the information society, data processing has become easier than ever. While providing many benefits, the removal of technical barriers supported with legal regulations has also brought some threats, as there is a growing interest in acquisition of private data. Such data are at risk of being accessed and used by unauthorised persons. The disclosure of personal details may, in turn, lead to the loss of patients' trust in a health care institution. Therefore, many health care institutions are putting more and more stress on protection of medical data processed by their IT systems. Data on health status, addictions or genetic code represent, under the Personal Protection Act, the category of personal data which are subject to special legal protection. Hence, each health care institution should put in place such an information protection system which will ensure confidentiality, integrity and accountability of processed personal data. This can be achieved through a properly implemented Personal Data Security Management System (PDSMS).
Aim of the study
The main aim of the study is to analyse practical aspects of developing, implementing and utilising a PDSMS in health care centres, based on applicable legal requirements and professional standards. The study presents chief security mechanisms (both technical and organisational) that should be put in place by a health care institution that processes personal data, particularly by means of IT systems.
Material and methods
The study provides a review of legislative measures, quality standards and available literature on protection of personal data in health care institutions. The situation in the Greater Poland Cancer Centre was also analysed with respect to PDSMS implementation in terms of technical and organisational security measures that have been taken by the centre, with particular stress on protection of personal medical data. Interviews were conducted with heads of units responsible for medical data protection in their respective departments with the focus on ensuring confidentiality of data processed in the hospital's IT systems. We analysed activities of IT System Administrators, whose responsibilities include guaranteeing the security of the centre's IT environment.
Results and discussion

Concept of personal data
Security is a concept with many meanings. In popular understanding, security is a state of being safe from threats. In the era of the information so-ciety, security applies primarily to information in the context of IT systems. The PN-I-13335-1 standard defines IT security as all aspects related to defining, achieving and maintaining confidentiality 1 , integrity 2 , accessibility 3 , accountability 4 , authenticity 5 and reliability 6 of information, which is the most valuable asset held by each health care institution. Indeed, internal information processed by hospitals includes that of crucial importance for their activity, public policy or information representing personal data.
Personal data means all information concerning a specific person, by means of which -without much cost, time or effort -this person can be directly or indirectly identified, in particular by referring to an identification number or specific details determining his/her physical, physiological, mental, economic, cultural or social traits. With regard to the health services, personal data are not limited to identification details (name, surname and personal identification number), but also include medical information, such as that concerning patients' health condition (e.g. referrals, diagnosis results, delivered treatment procedures, nursing history, information sheet, follow-up), addictions or genetic code. Such data fall into a special category of personal details, known as sensitive data.
Data processing 7 is a commonplace activity at health care institutions. More and more often it is done using IT systems [1] . Therefore, implementation and operation of the PDSMS becomes necessary.
Appointment of data protection officers
The first step towards productive implementation of the PDSMS in the oncology centre was to appoint persons responsible for protection of personal data. The Personal Data Administrator (PDA) 8 , responsible for ensuring technical and organisational protection of processed data (protecting data from being made available to unauthorised persons, illegally processed, changed or lost) delegated his duties to the Information Security Administrator (ISA) and IT System Security Administrator (ITSA). The ITSA supports the ISA in ensuring security of data processed in IT systems. Appointments were made by internal decision. Furthermore, roles and responsibilities within the organisational structure were established for the hospital director, managing staff (LISA 9 , i.e. heads of departments, line managers, chief nurses), data processing officers (medical division, administrative division), security division (ISA, ITSA, ITA 10 ), and physical security staff in the area of IT security.
With technology rapidly developing, it is the human factor that remains the weakest link of the security system. Therefore, appropriate selection of staff to be involved in personal data processing (physicians, nurses, psychologists, medical secretaries, administrative staff for human resources, pay roll, accountancy, financial settlement, statistics), IT administration (ITA), and data security (ISA, ITSA, LISA), became a strategic component of PDSMS implementation in our oncology centre. Information security largely depends on the staff's determination, knowledge and commitment in the process of PDSMS implementation. Proper organisation of security structures, distribution of roles, tasks and responsibilities between the hospital management and the personnel, particularly persons responsible for protection, forms the foundation of so-called trust systems [2] . The absence of the above-listed prerequisites might result in low reliability of the system, leading to IT security breaches.
Review and interpretation of legal acts
The next stage of designing the PDSMS involved development of an action plan for persons responsible for effective and efficient implementation of personal data protection. At its initial phase, the plan provided for the following measures: 1. Review and interpretation: a) of national legal acts, including the Constitution of the Republic of Poland, relevant laws concerning personal data protection regulations and specific laws regulating the medical sector, providing specific implementing provisions for general rules contained in the Personal Data Protection Act [3] 1 Confidentiality -a property of information ensuring that it is not made available or disclosed to unauthorised persons, entities or processes. 2 Integrity -a property of information ensuring that it is not modified or destroyed in an unauthorised manner. 3 Accessibility -a property of information that indicates its being available and possible to be used on request, in a pre-set timeframe and by an authorised entity. 4 Accountability -a property ensuring that activities of an entity may only be explicitly assigned to that entity. 5 Authenticity -a property ensuring that an actual identity of an entity is the same as declared. 6 Reliability -a property indicating consistent and intended conduct and effects. 7 Data processing means any operations performed on data. The concept of processing includes making available, changing, modifying, storing, transferring, collecting, recording and reworking. 8 PDA -an authority, organisational unit, entity or person who decides on means and objectives of personal data processing. Should PDA be a health care centre, PDA's competencies are exercised by head of unit. 9 LISA -Local Information Security Administrator is an independent manager and/or manager of the unit where data are processed. LISA is responsible for organisation of work and provision of adequate measures of personal data protection in his or her unit. 10 ITA -IT Administrator, who plays a vital role in the Centre's structure with responsibilities including management of a separate part of the IT system, its effective functioning, protection of personal data processed in the IT system and network security.
• by taking stock of its elements: a) mobile and stationary hardware (servers, arrays, computers, notebooks, monitors, printers); b) passive and active network devices; c) software; d) carriers and back-up copies; e) system documentation. 3. Risk analysis to identify those components of the IT system which require high level security measures and those which are not so critical [4] for the hospital, in particular: a) identification of datasets (medical dataset, staff and pay dataset, health and safety dataset) and classification of data processed in them (non-sensitive, sensitive); b) identification of sources and types of threats (internal, external), with an indication whether the threat is purposeful or incidental in nature (fire, flood, software break down, electricity breakdown, transfer of data to unauthorised parties, e.g. unauthorised patient's family, disclosure of temperature charts, interview with a patient in the presence of other patients); c) establishing frequency of the threat and technical or organisational vulnerability, e.g. incorrect location of the IT system, lack of authentication procedures or back-up copy and data archiving management; d) identification of effects (loss of confidentiality, integrity, accountability of data). The development and implementation of a comprehensive PDSMS, i.e. a system covering all aspects of security, had to be preceded by analysis of legal and non-legal regulations in the area of information IT security. An in-depth analysis of both Polish legal regulations and EU directives contributed to the improvement in the quality of services provided by our institution [5] as regards security of personal medical data. It became a foundation of reliable risk and IT environment analyses. These, in turn, permitted identification of real threats for the system security in our institution, indicated areas requiring immediate protection, and ensured actions and protective measures to minimise the risk level acceptable for the hospital, thus preventing the IT security from being violated and addressing any possible adverse effects of such violations.
Protection of data processed in IT systems
The risk and IT environment analyses made in the hospital resulted in setting an IT security level. The security level in the oncology centre under study, according to the RDOiWT classification of security levels, was found to be high (Fig. 1) .
Based on the above-mentioned analysis, a second stage of PDSMS implementation was put into action, involving definition and implementation of protective measures at the organisational, technical and physical levels. It comprised the following actions: 1. Designating a site for personal data processing, i.e. buildings, rooms, or parts of rooms where IT-based data processing is to be performed. . RDOiWT Classification of security levels [6] c) register of persons authorised to process personal data (Fig. 2) , d) authorisation to process personal data (Fig. 3) , e) non-disclosure agreements concerning received personal data, f) rules of conduct in the event of an IT security breach 11 , g) request for award of IT system authorisations, h) register of computers, user and administrator identifiers, administrative account passwords, i) training programme. 3. Training for newly employed staff and regular refreshment training on applicable legal requirements, applied security measures, applicable personal data security documentation, liability for data processed.
4. Authorising hospital personnel to process personal data to the extent indicated by LISA (Fig. 2) and subject to their signing non-disclosure agreements concerning received personal data. 5. Publishing selected parts of the PDSP in such a way as to make it available for all staff involved in personal data processing (Internet, PDSP reports, guidelines for heads of units). 6. Developing guidelines for agreements to be made with servicing companies (processor) who are assigned to process data under software maintenance or hardware service contracts 12 (defining authorised persons, time and form of service to be provided: remote access or in-site service, liability and penalties for system security violations).
11 Such rules are not directly required by the current legislation on personal data protection. They were developed at the Greater Poland Cancer Centre due to the requirement imposed on the IT Administrator to show particular diligence in protection of personal data.
F Fi ig g. . 2 2. . Register of persons authorised to process personal data 2 28 82 2 współczesna onkologia/contemporary oncology 7. Preparing and putting in place a list of physical protection measures to secure access to the sites of data processing, including rooms of strategic importance for the security system (server room, computer network hubs, Security and IT Department rooms): access control systems, burglar alarms, fire detectors, heat and humidity sensors, lockable doors and cabinets. 8. Separating the part of the IT system used for processing personal medical data from the rest of the hospital IT infrastructure and public telecommunication network. 9. Specifying rules of the personal data processing policy on the centre's stationary and mobile computers. 10. Selecting user identification and authentication mechanisms in IT systems (password, smart cards), developing procedures for managing such mechanisms, i.e. identifier and password policy, update frequency, complexity, procedures in case of authentication mechanism compromise, etc. 11. Developing procedures and putting into action measures to manage control of user access to personal data in the HIS 13 (minimum authorisation principle 14 , necessary knowledge principle 15 , task segregation principle 16 [7] ) (e.g. the procedure to award user access to the IT system used for processing personal data in an oncology centre (Fig. 4) .
12. Safeguarding working stations from harmful software, including by definition of antivirus and anti-spam policies. 13. Specifying rules of a software management policy with particular stress on software inventory, licence management, working station monitoring for legality issues, developing a list of standard software to be installed on working stations. 14. Defining security measures against theft, component replacement (passive security cables, locked cases, sealing). 15. Ensuring emergency power for computer hardware to prevent the loss of integrity [8] . 16. Selecting and implementing encryption devices: encoding, decoding, digital signature [9] . 17. Establishing rules for hardware repair and maintenance, in particular permissible response and repair time, repair documentation: hardware delivery and receipt reports, service notification register. 18. Establishing procedures for management of personal data carriers and creation and storage of back-up copies (schedule indicating type of copy, carrier labelling, backup procedure, time and place of storage). 19. Implementing the clear screen principle which consists in setting monitors in such a way as to prevent infor- 12 A contract for assignment of personal data processing has to be made in writing with a specified objective, scope, object, persons authorised to process data, responsibilities of parties, security measures used, verification and identity check of service persons. 13 HIS -Hospital Information System. 14 The minimum authorisation principle involves the award of minimum authorisations necessary to perform tasks assigned to a specific post. 15 The necessary knowledge principle involves the award of only such authorisations as are necessary to perform specific tasks. 16 The task segregation principle involves the award of limited authorisations which do not allow performance of the whole task by one person only. mation displayed in them from being seen by other persons, using password-protected automatic screen savers and locking working stations or applications on user's request. 20. Following the clear desk principle whereby documents containing personal data cannot be left unattended at places accessible to unauthorised persons. 21. Complying with the requirements of sec. 7 of RDOiWT, in particular concerning the registration of: date of first entry of data into the system, user identifier, source of data, date of reported concern, possibility for processed data to be printed out in a commonly understandable form. 22. Meeting requirements concerning information and right to control of one's personal data, pursuant to Article 24, 32-35 UODO. 23. Implementing principles of awarding access to personal data to third parties in the light of UODO and its detailed implementing regulations for health care. 24. Responding to incidents, investigating their causes and addressing their effects. 25. Periodic security and IT environment controls and audits with regard to effectiveness and efficiency of security mechanisms and PDSP compliance.
Implementing the PDSMS in health care institutions is a duty and necessity arising from both the Personal Data Protection Act and relevant health care regulations. The right to privacy and the right to decide on one's personal data are guaranteed by the Constitution. In view of the above, each Personal Data Administrator should take such measures as may be necessary to prevent intended and wilful actions, but also incidental events [10] , posing a threat to IT data processing IT. It is then necessary to define and implement measures ensuring security of datasets. The choice of the above-mentioned measures by the Greater Poland Cancer Centre meets the technical and organisational requirements laid down in UODO with regard to preventing data from being accessed by unauthorised parties, illegally processed, changed, lost or destroyed, as well as defining physical security measures. Furthermore, the Centre's user control system [11] and personnel training enable implementation of a resilient PDSMS that has to be periodically reviewed, following the security consultant Bruce Schneider's words that "security is not a product, but a process" [12] .
Conclusions
Effective implementation of the Personal Data Security Management System in health care institutions depends on the efficacy of a legal and organisational framework. There is, beyond any doubt, a strong tendency to develop security systems for medical data. This, however, requires an action plan for a hospital with due emphasis put on: F Fi ig g. . 4 4. . Procedure to award access to IT system used for personal data processing 1) analysis of legal and non-legal acts regarding protection of personal data and professional regulations applicable to health care institutions, 2) promotion of achievements in terms of information security to allow a change in the awareness of data protection needs among hospital personnel and managing staff, 3) appointment of persons responsible for personal data protection with specified roles and action plans, 4) identification of threats, selection and implementation of organisational and technical protection measures appropriate to the accepted security level, 5) improvement of employees' knowledge and skills through a training system and personal data security documentation.
